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and compliance heads from  
the biggest buy side firms”
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Chief Risk Officer,  
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Methodology
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What country are you based in?

What is your job role?

In Q2 of 2019 WBR Insights surveyed 100 Heads of Risk and 
Compliance from firms from across Europe to find out more  
about the challenges they face and the innovative solutions  
they’re bringing to the table. 

The survey was conducted by appointment over the telephone. 
The results were compiled and anonymised by WBR Insights  
and are presented here with analysis and commentary from  
the Risk and Compliance community.

31%Chief Compliance Officer

29%Chief Risk Officer

16%Head of Compliance

14%Head of Risk 

10%Other
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What do the results of this survey tell us about current  
challenges and approaches to communication compliance  
for the financial community?

Firstly, a paradigm shift is underway in financial compliance 
- driven by a changing regulatory landscape, the use of 
new communication channels in trading, and emerging new 
technologies. The survey reveals that over two thirds (67%)  
of organizations have already adopted, or are in the process  
of implementing, AI and robotics for communication capture  
and surveillance. 

Given concerns about the increasing cost of compliance and 
resource constraints, it is hardly surprising that companies are 
increasingly looking for these solutions to reduce risk and enable 
holistic controls. And why not? They help compliance teams  
gain efficiencies, make sense of vast amounts of unstructured 
data, monitor their compliance infrastructure, and prevent 
financial crime.

The survey also indicates that capturing, aggregating and 
analysing omnichannel data are considered top compliance 
concerns. In light of the massive adoption of new digital 
channels used on the trading floor and the recent regulations 
governing them, companies need to be prepared to keep unified 
communications, enterprise collaboration and mobile interactions 
within compliant boundaries. 

The responses also underpin the trend that captured voice 
streams and eComms are increasingly leveraged to reconstruct 
trade events, identify market abuse and demonstrate best 
execution to the financial regulator. Effectively bringing this 
information together with transactional data will be key to 
generating improved oversight and enabling broader analyses. 

Furthermore, MiFID II remains one of the most pressing 
regulatory challenges across Europe. The Directive – and other 
new regulations in other parts of the world – mean there are 
more data points to be recorded, retained and monitored than 
ever before, leading financial firms to face an increased cost 
of compliance and the need to adapt their operations to the 
changed regulatory environment. 

These new regulatory regimes are already having an impact  
on communication capture, with nearly 3 out of 4 respondents 
having a compliance recording or monitoring solution in  
place for mobile voice. At the same time, the adoption of 
new collaboration and messaging tools, noted earlier, forces 
compliance executives to consider a similar investment for  
chat, unified voice or video conferencing, to close the  
compliance gap created by the use of these channels.

It is particularly interesting to note that 100% of respondents are 
interested in recording either WhatsApp, WeChat or Line in their 
business, marking a significant shift towards instant messaging 
platforms as a credible means of doing business in the banking 
and financial sectors. Businesses need to start considering how 
they can make these consumer messaging platforms compliant  
or seek a viable alternative.

Of course, all of these challenges continue to be there as the 
cost saving drive to BYOD (Bring Your Own Device) enters the 
compliance space. 58% of respondents said that they already 
enable the use of at least some of their users’ personal devices, 
or will do so in the next 12 months. The challenge for these 
organizations will be to establish a robust level of governance 
under this scenario. 

Securely storing and sourcing high quality data, are undeniable 
compliance imperatives under MiFID II, MAR and other regulatory 
regimes. These have certainly raised the bar for records retention, 
processing and evidencing - let alone the impact of recent data 
privacy laws that are forcing businesses to strike a balance 
between financial compliance and data protection. 

Finally, the survey results tell us that compliance professionals 
are expecting an increased adoption of automation to assure 
regulatory adherence and manage operational risk in the years 
ahead. Resourcing issues, a high rate of false positives and the 
absence of oversight are persistent issues for those charged  
with control and surveillance activities. 

Addressing these challenges requires a long-term, strategic 
approach to compliance that goes beyond simple box ticking 
and after-the-fact measures. Moving toward more proactive 
compliance and real-time intelligence will require businesses 
to treat RegTech as a strategic investment, rather than an 
unavoidable cost to be reluctantly borne. 

The New Norm in 
Financial Communication 
Compliance

By Phil Fry,  
VP of Financial Compliance Product Strategy,  
Verint

Paul Liesching,  
Global Head of Financial Markets,  
Truphone
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Part One

The Growing Impact of Digital Culture: 
The Rise of RegTech
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43% of respondents said 
their firm will be increasing 
their budget for RegTech by 
25 – 50% in the next year

“From my perspective, securing adequate budget and 
resources will be a high priority for the industry. This 
is driven, among others, by two aspects. One is that IT 
security and IT cyber risk aspects overlap with the risk 
framework as companies are facing increased cyber 
threats. Risk and compliance teams will need to keep  
this in mind and adapt to ensure the IT risk assessment  
is properly carried out within the business. 

Secondly, I think automation and digitalisation aspects 
along the value chain of the asset management process  
is another area where budget for risk technology is and 
will be spent. In order to have an effective Enterprise  
Risk Management program that is able to cope with  
these trends investments in the area of risk technology 
have to be carried out.”

–  Tilo Riechert,  
Head of Risk and Compliance,   

Swiss Life Fund Management (LUX)

“Nearly half of surveyed firms responded that they 
expected their budgets for regulatory technology to 
increase by at least 50% over the next year. The responses 
indicate that RegTech budgets will still grow, despite 
existing concerns about securing sufficient budget  
to cover the cost of compliance.” 

– Phil Fry,  
VP of Financial Compliance  

Product Strategy,  
Verint

More buy side asset management firms are realising the benefits 
of using new regulation technologies (RegTech) than ever before. 
Blockchain, AI, machine learning and many others are having 
a significant impact on how companies are carrying out their 
regulation and compliance requirements. 

There is little doubt that the adoption of RegTech will become  
a boon to buy-side firms, as more regulations are imposed over 
the coming years. It can help asset managers streamline their 
compliance processes much more efficiently, freeing up time 
which was spent on deciphering intricate regulatory tasks.

Not only can RegTech help to improve internal regulatory 
compliance processes, it can also increase time to revenue and  
improve the overall customer experience. RegTech can also 
improve the end-to-end investor and funds distributor processes. 

According to our survey, almost half of respondents cited they’re 
increasing their budget for risk technology by 50% in the next 
year. However, some buy-side asset management firms are 
still behind the pack when it comes to realising the potential 
of RegTech for their organisations. 9% of respondents are only 
planning on increasing their risk technology budget by 0-25%.

Considering the amount of pressure that firms are under, it’s 
unlikely that 9% of our respondents will remain the same.  
Back in early 2018, various regulatory bodies including the  
UK’s Financial Conduct Authority (FCA) called for organisations  
to initiate change, looking specifically at how regulatory 
compliance is carried out within financial services.

By how much will your firm be increasing its budget 
for risk technology in the next year?

9%

43%

37%

11%

0-25% 25-50% 50-75% 75-100%
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66% of firms have already 
adopted or are in the 
process of implementing 
AI and robotics for data 
capture and surveillance

 34%  We are currently implementing AI  
and robotics for these processes 

 34%  We do not use AI and/ or robotics 

 32%  We use AI and robotics for the majority of our  
compliance capture and surveillance processes

To what extent are your compliance capture  
and surveillance processes digitalised?

33% of our respondents cited that they’re already using AI 
and robotics for the majority of their compliance capture and 
surveillance processes. With 34% currently implementing  
AI and other RegTech to be used for this purpose. 

The first round of new RegTech providers and solutions solely 
focused on Know Your Client (KYC), fraud detection and anti-
money laundering (AML), it was mainly used by institutional and 
retail banking organisations. In comparison, it wasn’t as relevant 
for the buy-side asset management industry. 

At the event this year, we have the 9 am buy side keynote 
address on Main Day One that is dedicated to executing 
regulatory technology. This also links to the 2:40 pm and 
3:20 pm sessions in Track A on Main Day Two which are 
specifically focusing on next generation risk technology.

–  Oliver Kirkbright,  
Director,  

Capital Markets

“The results give an impression how heterogeneous the 
industry is in respect to digitalisation at the moment. To 
me, the need for digitalisation depends on your business 
and compliance model. However, with 2/3 “having 
implemented” or “are currently implementing” we can 
expect a shift in the use of AI and robotics in the process 
landscape with these technologies becoming more of a 
standard especially with gains in respect to efficiencies.”

–  Tilo Riechert,  
Head of Risk and Compliance,   

Swiss Life Fund Management (LUX)

“It is noteworthy that 1 out of 3 firms have adopted new 
technologies in their compliance capture and monitoring 
processes, while almost the same percentage are currently 
implementing them as part of their digitalization efforts.”

– Phil Fry,  
VP of Financial Compliance  

Product Strategy,  
Verint

However, following the implementation of MiFID II regulation 
which imposed a much wider level of transaction and trade 
reporting, more RegTech companies were able to offer solutions 
for asset managers. Namely, AI, natural language processing 
(NLP), machine learning and smart contracts, to help improve 
older risk and compliance processes. These have allowed risk 
and compliance managers to return their focus to their main 
priorities of risk mitigation. 

From our data, it can be seen that 67% of those surveyed are 
already convinced of the power RegTech can bring to their 
compliance capture and surveillance processes.
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Part Two

The Risk & Compliance Challenges 
Being Faced Today
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Which of these processes has proven most challenging  
for your department?

By building the necessary risk management systems and 
identifying the correct market data they will be using, risk and 
compliance executives can then aggregate exposures and 
compute any sensitivities whilst remaining compliant with the 
BCBS regulations. Then, they can apply any further necessary 
weightings to this data before they begin to work out the  
market risk of their capital.

Storing data was cited  
as the most challenging 
process in risk and 
compliance at 32%

With FRTB and the BCBS Basel III compliance deadlines  
looming in 2022, buy-side asset management firms are focusing 
more on their data management processes.  Our respondents 
said storing and sourcing high-quality data were the top two  
most challenging processes they’re currently facing.

FRTB requires fundamental changes to be made with regards 
to how data is managed by the financial services industry. 
Therefore, buy-side asset management organisations will need  
to prove that they can both source and aggregate market data 
and track and trace risk-factor histories as well as being able  
to proactively manage their data quality.

32% cited that storing data was the most challenging process 
for their risk and compliance department under the MiFID 
II regulations. 29% said sourcing good data was their main 
challenge and 18% cited that cleaning and prepping data  
was their most challenging aspect.

“What I see as a major challenge is that companies are 
experiencing an increased amount of data that is coming 
into their organisations. Data is often coming from very 
different sources and in various formats and requires 
cleaning, mapping and correct preparation before 
it can be used. Identification of the “right” (i.e. good/
valuable and consistent) set of data is crucial to allow for 
meaningful results and shift the activities from collecting 
and sourcing of data towards analysing and interpreting.”

–  Tilo Riechert,  
Head of Risk and Compliance,   

Swiss Life Fund Management (LUX)

“Financial trading organisations need to process,  
manage and securely store data that sufficiently  
complies with regulatory obligations under MiFID II or MAR. 
Investment firms face a legal obligation to store recorded 
communications in a durable medium, ensure records are 
readily available, and instantly inform the regulator in  
case the recording doesn’t take place for any reason.”

– Phil Fry,  
VP of Financial Compliance  

Product Strategy,  
Verint

32%

29%

18% 18%

3%

Storing  
data

Sourcing  
good data

Cleaning and 
prepping data

Analysing  
data

Aggregating  
data
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We asked our respondents to explain what specifically has been the  
most challenging aspect of their data management processes so far.

“Data privacy and ethical use  
have become a critical priority.  

With all of these challenges adding 
up, we have to increase our security 
measures so that our organization  

doesn’t fall prey to data  
theft and misuse.”

“The new regulations are  
effective but suffocating,  

restricting the flow of data,  
further increasing the need for  

new risk and compliance policies.”

“The process of converting  
data to information has always  

been difficult. And in this process 
siphoning through a giant pool  
of figures and statistics to get  

the desired results is  
a bigger challenge.”

“Providing enough layers  
of security so that data can  

be used freely within the  
organisation and protected  

from leaks is a highly  
challenging activity.”

“With heavy regulations  
and longer reporting procedures,  
storing data becomes a challenge  

as the procedures around it  
increase considerably.”

“Legacy data has its limitations  
and in the modern world, these  
limitations are higher. Cleaning  

and preparing data that has been  
mined is a constant challenge.”
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EU Benchmark Regulation 
and MiFID II are the biggest 
regulatory challenges at the 
moment according to our 
respondents

EU benchmarking regulation was cited by 23% of our 
respondents as one of the biggest regulatory challenges they’re 
currently facing, with 19% citing MiFID II. Many firms have found it 
challenging to implement Europe’s Benchmarks Regulation.

With stakeholders being split into users, contributors and 
administrators, it hasn’t always been clear where the demarcation 
line is for buy-side asset managers when it comes to choosing 
their category. Each asset management firm will need to define 
which category their index falls under. Many firms have even 
struggled to find out what they are using the benchmarks for. 

The EU Benchmarking regulation also divides the benchmarks 
themselves into three separate categories, non-significant, 
significant and critical. Another key challenge with this particular 
regulation is implementing processes to meet their category 
requirements. For example, ‘administrator’ firms are now required 
to record all conversations with their suppliers for three years,  
to avoid human errors and conflict of interest.

We’ve got a creative boardroom workshop on EU 
benchmark regulation on Main Day One at 4:20 pm,  
so it’s a great opportunity to find out more about  
preparing for benchmark reform, assessing the challenges 
and opportunities of the transition to LIBOR, exchange  
rates and compliant benchmarking in 2020 and beyond,  
so it’s not to be missed.

– Oliver Kirkbright,  
Director,  

Capital Markets

The challenge comes when firms have to identify which category 
they will be classified under, in order to remain compliant. Once 
they’re categorised, they need to apply for authorisation to meet 
the regulations for control and governance within their category.

“To me this a fair reflection of what was and is keeping the 
industry busy as at least some of the items mentioned will 
be further explored by the (local) regulators with potential 
impact and efforts for the asset managers. For example, 
CSSF, the Luxembourg regulator, has issued a specific 
questionnaire tackling the EU Benchmark Regulation. 
They have requested Luxembourg UCITS Management 
Companies respectively self-managed UCITS investment 
companies to assess the benchmark disclosure in the  
KIID in accordance with the requirements laid down in the 
KIID Regulation. The questionnaire refers to the investment 
strategy of UCITS funds and contains a series of questions 
in relation to the reference to a benchmark and the 
related disclosure requirements as further specified  
in the ESMA Q&A.”

–  Tilo Riechert,  
Head of Risk and Compliance,   

Swiss Life Fund Management (LUX)

“In examining the survey findings, it is evident that, despite 
being in force for 18 months, MiFID II remains the second 
most pressing regulatory challenge for surveyed Risk 
and Compliance executives across Europe. While we see 
clear signs of consolidation in the market, much of the 
transformation is still underway with a certain level of 
uncertainty in many aspects of the new market structure.”

– Phil Fry,  
VP of Financial Compliance  

Product Strategy,  
Verint

What is the biggest regulatory challenge for you at the moment?

23%

19%

19%

14%

13%

12%

EU Benchmark regulation

MiFID II

ESMA liquidity stress testing requirements

Senior manager regime

ESG

Market Abuse Regulation (MAD II/MAR)
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The escalating cost of compliance was cited as the  
most popular choice for top three compliance challenges  
faced by organisations according to 45% of respondents 

The escalating cost of compliance

Capture and analysis of communications 
across multiple channels

Keeping pace with regulatory change

Prioritising limited internal resources

Aggregating and sourcing  
consolidated, good quality data

Resourcing to manage high numbers of false 
positive alerts when monitoring adherence

Lack of real-time compliance oversight

Detecting anomalies and suspicious 
behaviour before escalation

What are the three main compliance challenges facing 
your organisation?

45%

43%

41%

39%

38%

28%

24%

40%

The escalating costs of compliance, aggregating and sourcing 
consolidated, good quality data and capture and analysis of 
communications across multiple channels were mentioned  
by our respondents as the three biggest compliance  
challenges they’re currently facing. 

“To me, the first answer (escalating costs) can be seen as 
a consequence of the challenges mentioned below. The 
full chain of the compliance activity (having adequate 
data, then using that data through compliance tools etc.) 
in combination with the regulatory changes and increasing 
requirements can be seen as key drivers for escalating 
costs. To me the requirements for and the profile of 
compliance teams are changing and the transitioning is 
ongoing and will continue.”

–  Tilo Riechert,  
Head of Risk and Compliance,   

Swiss Life Fund Management (LUX)

“While the escalating cost of compliance remains the single 
biggest challenge for compliance and risk professionals, 
the abilty to capture, aggregate and analyse omnichannel 
data, as well to ensure proper resourcing to perform 
monitoring processes are also considered top compliance 
threats. Especially when it comes to monitoring, compliance 
managers need to ensure their communications, trade or 
operational surveillance procedures are effective, cost-
efficient, and able to reduce false positive alerts while 
preventing issues from escalating.”

– Phil Fry,  
VP of Financial Compliance  

Product Strategy,  
Verint

Understanding the new marketplace is now the new goal 
for implementing any performance-orientated risk and trade 
management execution strategy. Asset allocation will now have 
to include a strong emphasis on stress-testing as well as risk 
scenario analysis to build a best-of-breed solution. 
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1

2

3

4

5

37% said that turning unstructured data, including voice streams, 
into a structured, consolidated format for analysis, e-discovery 
and trade reconstruction, was their key challenge with  
regulatory compliance.

Turning unstructured data into a structured format for 
analysis, e-discovery and trade reconstruction was 
considerably or very difficult to cope with according  
to 37% of respondents

Rate the following challenges related to communications recording 
and communications compliance based on their complexity

1 means it’s easy to cope with and 5 means it’s hard to solve

Producing auditable datasets as  
proof of evidence for financial  

regulatory bodies

33%
26%

22%
14%

5%

25%
20%

23%
23%

9%

Understanding regulatory requirements 
around record-keeping, monitoring  

and regulatory reporting

22%
25%

30%
15%

8%

Protecting and securely managing  
data during the retention period

18%
27%

26%
18%

11%

Aggregating communications data with 
transactional data & market data

18%
27%

24%
26%

5%

Keeping up with technological 
advancements and new collaboration 

and eComms platforms

14%
25%

29%
24%

8%

Monitoring operation of the  
recording environment

7%
28%
28%

30%
7%

Turning unstructured data (such as  
voice streams) into a structured, 

consolidated format for analysis, 
e-discovery and trade reconstruction

Another key challenge, that 11% of our respondents rated as 
‘hard’ to solve, was aggregating communications data with 
transactional data and market data. On the other side of the  
scale, producing auditable datasets as proof of evidence for  
financial regulatory bodies was rated 1, the easiest challenge  
to cope with according to 33% of respondents. 
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Q&A with: 
Laure Mazzoleni Robin, Legal and 
Controls Director, Groupama, AM 

Q. 

Why do you think risk and compliance 
departments are increasing their  
RegTech budgets?

The asset management industry is becoming 
more and more intertwined with technology  
for a number of different reasons. People 
working in risk activities are valuable talent,  
but time-consuming manual processes, such  
as checking events manually with random 
testing are slowing them down. This is a 
specific example of how technology can  
free up a compliance officer’s time to  
focus on more challenging tasks.

Q. 

Why do you think sorting data is such 
a challenge for risk and compliance 
departments?

Asset management firms are expected to 
combine data and principles in order for them 
to connect risk and the business processes. 
Internal data needs to be considered as 
important as external data by companies. 
At every stage, data should be analysed for 
business purposes as well as for the level of 
risk and compliance it poses. It’s important to 
not only translate data but to incorporate it  
into the role of risk and compliance. 

Q. 

Why do you think our respondents cited 
EU Benchmark Regulation as the biggest 
regulatory challenge of the moment?

Benchmarking regulation is a big challenge 
because it’s also a challenge for data costs 
and dependency as well as cyber risks. This 
regulation is increasing the dependency 
asset management firms have on market data 
providers. As there is a large concentration of 
market data providers, this poses a big cyber 
risk. This regulation needs to be discussed with 
the risk and compliance team, the data teams 
and senior managers too.  There is a huge 
challenge ahead for the future of Benchmark 
regulation, for example with additional ongoing 
SRI data etc.

Q. 

What would motivate you to further  
digitise compliance capture and  
surveillance processes?

Employees in risk and compliance are valuable 
to any business and they are often spending 
a lot of time on checking events manually and 
conducting random testing. They can spend 
more of their time on other, more complex tasks 
when manual processes are automated by 
technology. The functionality of technology 
is moving forward at a rapid pace, and going 
digital enables perimeter extension and 
produces better results at the same time.
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Part Three

Emerging Trends in  
Communications Capture
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In-network mobile recording 
was the most popular 
mobile recording option 
cited by respondents at  
43% to comply with MiFID II

To comply with mobile recording regulations, such as those  
in MIFID II, which of the following are you using? 

Financial services firms are required under new regulations 
to keep records of all their dealings and communications in  
a robust, straightforward way that is easy to access. For instance, 
voice recordings are becoming a popular method to record 
conversations with traders due to the ease with which they  
can be replayed during audits or internal investigations.

Under MiFID II and Know Your Customer (KYC) regulations,  
tighter regulatory controls are imposed on buy-side asset 
management firm’s compliance teams to produce records  
of calls and communications at short notice. 43% of our 
respondents cited in-network mobile recording as the most 
popular mobile recording option to use in compliance with  
MiFID II regulations. 

If risk and compliance managers are unable to locate specific 
calls quickly during an audit, this could pose a serious risk to  
the business if it’s penalised and exposed for non-compliance.  
It’s becoming more crucial to future-proof and facilitate suitable 
retrieval of call data when necessary within buy-side asset 
management firms.

“Here we can see that a sizeable amount (47%) of respondents are still choosing not to record mobile communications.  
We know that the majority of tier one banks have mobile recording in place, and therefore it would appear that there are  
two dynamics at work: A. on the basis that some respondents had multiple approaches, tier one banks have yet to roll this  
out across the whole business, B. smaller tier two banks are still only beginning to implement mobile recording.”

– Paul Liesching,  
Global Head of Financial Markets,  

Truphone

 43%  In-network mobile recording

 41%  App-based mobile recording

 34%  Management by policy

 13%  Nothing
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77% of respondents have a  
compliance capture or surveillance 
solution in place for mobile voice 
communication, while instant 
messaging is the channel where  
firms are mostly looking to adopt  
this kind of regulatory technology

If use of these communication modes is allowed by your corporate 
policy, is there a compliance capture/ surveillance solution in place?

77%
12%
11%

65%
17%
18%

55%
31%

14%

48%
35%

17%

40%
33%

27%

39%
36%

25%

37%
23%

40%

30%
33%

38%

Yes

No

Considering an investment

77% of our respondents have a 
compliance capture or a surveillance 
solution in place for mobile voice 
communication. 40% said the recording 
channel they’re most looking to adopt  
for regulation compliance is instant 
messaging.

There has been a noticeable shift  
towards electronic record keeping within 
firms due to recent regulations such as 
MiFID II. One way that electronic trading 
is changing risk and compliance is 
through instant messaging. It is becoming 
increasingly popular due to the ease  
with which conversations can be  
captured and cross-examined. 

Mobile Voice

Mobile SMS/text message

Social media

Content sharing/file transfer

Video calls / Video 
conferencing

Screen activities /  
Screen-sharing

IM/chat

Landline Voice
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At 77%, WhatsApp was the  
most popular choice to enable 
for their users if it were possible 
to use them under regulation 
such as MiFID II.

WhatsApp WeChat LINE

77% 34% 17%

If it were possible to record WhatsApp, WeChat and/or LINE 
messaging app, which of the following would you enable  
for your users? 

WhatsApp has been used by some firms for communication. 
However, due to the platform’s end-to-end encryption and 
untraceable messaging system, it’s a very easy and quick  
way to circumvent regulatory compliance. 

Already, there have been some unsavoury cases of financial 
services firms using WhatsApp to communicate in ‘illegal texting’. 
This has resulted in some of them being fined for sharing 
confidential client data via the channel under tighter  
regulations such as MiFID II.

77% of our respondents said that WhatsApp would be their most 
popular method of communicating if it was possible to record 
conversations and remain compliant. 

As the raucous working culture of the trade floor is no longer 
being tolerated, there are fears that this behaviour will be moved 
online via WhatsApp and other channels. 

Conversations via these communication platforms are unable to 
be regulated and can lead to chat room scandals, such as the 
Libor currency rigging and manipulation scandal. 

“Here, it is worth noting that 100% of respondents are 
interested in recording one or more of these three options 
in their business, marking a significant shift towards instant 
messaging platforms as an essential means of doing 
business in the banking and financial sectors.”

– Paul Liesching,  
Global Head of Financial Markets,  

Truphone
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Fulfilling regulatory audit 
and compliance requests

Identifying unethical and 
illicit activities

Resolving disputes and 
verifying trades and 

quotes

Supporting legal 
discovery and liability 

protection

Meeting record-keeping, 
monitoring and reporting 

requirements

Identifying trends or 
extracting additional 
business intelligence

Detecting insider trading 
and demonstrating best 

execution

Rate the relevance of the areas where your business  
currently uses captured voice and eComms data 

1 means not relevant and 5 means essential

24%

20%

17%

16%

12%

12%

6%

29%

19%

16%

23%

31%

26%

22%

15%

25%

15%

21%

29%

31%

30%

27%

16%

34%

17%

20%

20%

34%

5%

19%

18%

21%

8%

11%

8%

1

2

3

4

5

52% of surveyed executives rated it relevant or essential 
for their firms to use captured voice and eComms data 
to reconstruct trade-related interactions to verify trades, 
quotes and prices
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Part Four

What the Future Holds for  
Finance Risk and Compliance 
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“Organizations are going to  
chase digital revolution and  

will look forward to implementing  
AI and machine learning  

at an earlier stage.”

“The next two years is a short  
period of time to make an inclusion 
 as big as AI and machine learning.  

The immediate solution will continue  
to be the use of big data.”

“In-depth data risk and  
compliance assessment can  
only be conducted with an  
advanced technology like  
AI and machine learning.”

“Risk and compliance are always  
seeking to pinpoint accuracy  

in order to protect their business  
from the inside and outside.  
Automations will assure this  
with operational accuracy.”

“Risk and compliance departments  
will want to develop at the same  

pace of operations where automations 
are already functioning and  

platforms for AI are being laid.”

“The data and information that  
we possess is critical and needs to  
be used safely and safeguarded.  
The best solution for this is AI and 

machine learning with a wider range  
of applicability. It would not be  

a surprise to see a huge spike in  
AI integration across the industry.”

56% of respondents said that the adoption of holistic 
surveillance technology, spanning voice and e-comms 
for compliance purposes will be the biggest trend over 
the next two years. 47% said increasing adoption of  
AI and machine learning tools and 43% said growth  
in demand for big data analysis would also become  
big trends over the next two years.

We asked our respondents to elaborate on this further:
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Increased adoption of holistic surveillance 
technology (spanning voice & eComms, trade, 

regulation and employee monitoring)
30%

Which three trends in risk and compliance solutions  
do you expect to see over the next two years?

Increased adoption of automation for compliance  
and operational assurance was cited as the biggest  
future trend by 56% of respondents

30%Increased demand for cognitive analytics

34%Increased vendor consolidation

37%Further pressure for cost reduction/efficiency

44%Growth in demand for big data analysis

48%
Increasing adoption or AI and  

machine learning tools

56%
Increased adoption of automation for 

compliance and operational assurance

“The first three answers go hand in hand: automation, 
digitalisation, big data analysis and AI. In my opinion, the 
increased amount of data to review, consolidate and assess 
is something that will shape the way compliance and risk 
departments will look in the future. Open questions for 
the organization are the determination for which tasks in 
detail they are going to use AI or machine learning for and 
what tools will be used keeping in mind that there is an 
expectation to be efficient and cost conscious.”

–  Tilo Riechert,  
Head of Risk and Compliance,   

Swiss Life Fund Management (LUX)

“With the increased adoption of automation to assure 
regulatory adherence and manage operational risk 
dominating predictions, we can conclude that organizations 
are considering automation as a way to address resourcing 
challenges, reduce costs, and improve oversight for the risk 
and compliance function. The technology is already there 
to automate core assurance processes, from infrastructure 
monitoring to policy governance to trade and comms 
surveillance in order to spot anomalies and strengthen 
regulatory compliance. Under MiFID II, in particular, the 
ability to monitor recording procedures while reporting 
potential issues in a timely manner are all key to meeting 
the new requirements.”

– Phil Fry,  
VP of Financial Compliance  

Product Strategy,  
Verint

Respondents were asked to select three options to answer this question.
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Speech transcription was the most popular communication 
technology investment that risk and compliance professionals 
were considering investing in over the next 2 years 

What communication compliance and regulatory technology 
investments are you considering for the next 2 years?

43%
28%

23%
6%

36%
33%

26%
5%

34%
20%

31%
14%

33%
34%

24%
9%

32%
26%

32%
10%

31%
36%

27%
5%

30%
32%

28%
10%

30%
21%

46%
3%

27%
37%

23%
12%

27%
36%

33%
4%

26%
21%

40%
13%

25%
31%

28%
16%

24%
39%

29%
8%

Already in use

Have specific  
plans to invest

Considering an 
investment

Not yet

Move to a Cloud environment  
(AWS/Azure etc)

WhatsApp capture

Anti-money  
Laundering (AML)

Screen and content capture

Ethical Walls and information barriers

Solution

Speech transcription

Integration with/export to 
eComms surveillance tools

Mobile voice/SMS recording

Social media monitoring

Specialist UC Recording (e.g. 
MS Teams, Symphony)

Trade Surveillance

Integration to trading systems (e.g. for 
adding metadata to recordings)

Nearly half (43%) of respondents have already moved to  
a cloud environment, with a further 51% having plans to  
do so or considering it.

60% are planning or considering the introduction of specialist UC 
recording, to add to the 27% who have already done so, echoing the 
level of interest in the adoption of new collaboration technologies.
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58% of the respondents 
will have implemented a 
BYOD solution for at least 
some of their compliant 
users in the next 12 months

49% of respondents found that eSIM was very  
or fairly useful in relation to their business

 41%  Perhaps (but not within the next 12 months)

 32%  I already am

 27%  Definitely (within the next 12 months)

Would you consider implementing BYOD for your regulated users?

How useful is eSIM in relation to your business?

41% of our respondents said they might consider implementing 
BYOD for regulated users, over the next 12 months.

The increase in the use of personal technologies for professional 
work has coined the phrase Bring-Your-Own-Device (BYOD).  
This trend does have the potential for benefiting  buy-side  
asset management firms, but it also presents a risk and 
compliance concern.

“These results confirm what we already suspected, that 
BYOD is becoming more attractive for regulation purposes 
across the board. An impressive 31% have already 
implemented BYOD for their regulated users—with 27% 
confirming that they will have this up and running in the 
next twelve months. The findings also show us that 100%  
of respondents were considering this model—cementing 
the importance of BYOD in this sector.”

– Paul Liesching,  
Global Head of Financial Markets,  

Truphone

 15%  Very useful

 34%  Fairly useful

 35%  Not useful

 16%  I don’t know what eSIM is

“These findings prove that the whole telecoms industry  
has a job to do around eSIM education. For many, eSIM  
is still thought of as an emerging technology and therefore 
not a part of the general functionality of a business.  
This is more an issue with the perception of eSIM,  
rather than a swipe at its relevance.”

– Paul Liesching,  
Global Head of Financial Markets,  

Truphone
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Conclusion
By adopting automation via RegTech within their firms, 
risk and compliance executives are benefitting from 
streamlined processes, which frees up their time to 
focus on more complex tasks. The inclusion of RegTech 
has also been able to help firms improve time to 
revenue, end-to-end investor and funds distribution 
processes and the customer experience. 

Our survey data shows that half of our respondents are 
planning on increasing their budgets for risk technology 
by 50% in the next year. This demonstrates the high 
importance that risk and compliance executives place 
on the implementation of risk technology within their 
firms. 

However, 9% of respondents said they’re only planning 
on increasing their budget for risk technology by 0-25% 
in the next year. Some firms are still behind the pack 
when it comes to realising the potential of implementing 
risk technology. This figure could improve over time due 
to the increasing regulatory pressures that buy-side 
asset management firms are under as new regulations 
are gradually introduced.

As new regulations come into force in 2022, such 
as FRTB and BCBS Basel III, data management is 
becoming a key priority for risk and compliance 
executives. Our survey results revealed that sourcing 
and storing high-quality data is one of the top two 
most challenging processes that are being faced at the 
moment. 

In particular, the FRTB will require major changes 
to the way that data is managed by buy-side asset 
management firms. Once it’s implemented, they will 
need to prove that their market data can be sourced 
and aggregated for risk checking and that it’s of good 
quality. 

Another key challenge according to our survey was the 
EU Benchmarking regulation and MiFID II. Many firms 
have struggled to implement these new compliance 
regulations for a number of reasons. The main ones 
were the lack of information being made available 
during the implementation phase and the complicated 
ranking category system. 

Other challenges that risk and compliance executives 
are currently facing included the escalating costs of 
regulatory compliance and the capture and analysis  
of communications data across multiple channels.

11% of respondents cited that aggregating their 
communications data with transactional and market 
data was hard to solve. 

With ever tightening controls on the ability of buy-side 
asset management firms to produce call recording 
data at short notice during audits, risk and compliance 
executives will need to future-proof their internal 
processes. 

43% of our respondents cited that in-network mobile 
recording was their favourite method to comply with the 
new call recording regulations under MiFID II. 

77% of respondents said they have a compliance 
capture or surveillance solution in place for mobile 
voice communication and 40% said they’re looking to 
adopt an instant messaging recording channel. Instant 
messaging is becoming more popular due to how easy 
it is to capture and cross-examine conversations.

The reported use of WhatsApp by some firms puts  
them at risk of not complying with MiFID II regulations. 
77% of our respondents said that if conversations could 
be recorded in WhatsApp, this would be their most 
popular communication method. 46% said that speech 
transcription was the communication RegTech they 
were most considering investing in over the next two 
years.

When it came to identifying specifically which RegTech 
trend would be invested in the most in the next two 
years, 56% of our respondents said it would be holistic 
surveillance technology, including voice and e-comms. 
Whereas, 47% said AI and machine learning tools 
would be the biggest trend and 43% said that it would 
be big data analysis.

23% said consecutively, the RegTech that was 
considered the least popular for investing in over the 
next two years was AWS or Azure alongside specialist 
UC recording, like MS Teams and Symphony. 

41% might consider implementing BYOD at their buy-
side asset management firms in the next 12 months, 
but they’re aware of the potential compliance and 
implementation concerns this could pose to the 
business. 43% also cited that e-SIM technology could 
become very useful to their businesses.
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About Verint

Verint® Financial Compliance™ is a holistic compliance offering that set out to enable financial services  
and trading organizations to meet strict regulatory demands. Trusted by hundreds of financial organizations 
worldwide—including Tier 1 banks and investment firms—Verint’s compliance solutions help businesses  
drive communication compliance, automate assurance and reduce risk across unified communications  
(UC), telephony, trader voice and mobile platforms from Microsoft, Cisco, BT, IPC, and other leading vendors. 

Powered by automation, AI and an extensive RegTech partner ecosystem, our solutions provide  
compliance recording, records retention, speech transcription and analytics, along with proactive 
governance, surveillance, infrastructure monitoring capabilities – augmented by an open approach to 
facilitate integration. Our solutions offer a broad range of capabilities including the ability to capture,  
analyze and control communications data—including voice, IM, SMS, video, screen activities and  
content sharing—and turn regulatory compliance into a strategic advantage.

As The Customer Engagement Company™, Verint® is a global leader in cloud and on-premises customer 
engagement solutions—with a focus on workforce engagement, voice of the customer, intelligent  
self-service, fraud and compliance. 

www.verint.com/financialcompliance

About Truphone

Truphone believes that connectivity can be easier, smarter and more efficient. Since 2006, we have built 
state of the art SIM software, intuitive management platforms and a powerful global network to make this 
a reality. The market-leading Truphone Mobile Recording solution aids FCA and MiFID II regulation and is 
trusted by 10 of the world’s 12 largest investment banks.

Every day, our technicians engineer better connections between things, people and business to make the 
world smarter. Headquartered in London, we have 12 offices across four continents and continue to expand 
globally. To learn more, visit www.truphone.com. 
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About WBR

We use research-based content to drive conversations, share insights and deliver results.  
Connect with our audience of high-level decision-makers in Europe and Asia from industries 
including: Retail & eCommerce, Supply Chain & Procurement, Finance, as well as many more. 
From whitepapers focused on your priorities, to benchmarking reports, infographics and  
webinars, we can help you to inform and educate your readers and reach your marketing  
goals at the same time. 

Contact us to find out how your business could benefit from:
•  Year-round access to our network of decision-makers and industry-leaders
•  In-depth research on current fast-moving issues and future trends
•  Lead generation campaigns that fit your priorities
•  Promoting your organization as an authority in your industry

To find out more contact:
Russell Tumath
Head of Insights
T: +44 (0)20 7368 9368
E: Russell.Tumath@wbr.co.uk
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